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Keychain Configuration

About This Chapter

This chapter describes how to configure a keychain to control authentication
algorithms and key-string in a centralized way.

19.1 Overview of Keychains

19.2 Understanding Keychains

19.3 Application Scenarios for Keychains

19.4 Licensing Requirements and Limitations for Keychains

19.5 Configuring a Keychain

19.6 Configuration Examples for Keychains

19.1 Overview of Keychains

Definition

Purpose

A keychain is a set of encryption rules, called keys. It authenticates applications
and dynamically changes algorithms and keys during authentication. The keychain
periodically changes authentication keys and algorithms to improve transmission,
without interrupting services.

When two applications communicate, some unauthorized users may try to modify
data packets or forge authorized users on the network, which may cause security
problems. To identify modified packets and forged users, applications authenticate
information by defining authentication rules. An application may use independent
authentication rules.

However, an authentication rule may be cracked by unauthorized users if it is used
for a long time. Modifying authentication rules by administrators is complicated
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and may cause faults. Besides, if each application has an independent
authentication rule, many applications may use the same authentication mode,
duplicating data and configuration.

Therefore, the keychain is used to manage all the authentication algorithms and
keys. The keychain can control the authentication and dynamically change
algorithms and key strings during authentication, which improves communication
security.

19.2 Understanding Keychains

19.2.1 Basic Concepts of Keychains

A keychain is a set of encryption rules, called keys. A key includes an algorithm, a
key string, and the send/receive time. The algorithm and key string are used to
encrypt and decrypt packets. The send and receive time indicate that during the
period, packets are sent and received using the algorithm and key string.

key

A key includes an algorithm, a key string, and the send/receive time. The keychain
support algorithms such as MD5, SHA-1, SHA-256, HMAC-MD5, HMAC-SHA1-12,
and HMAC-SHA1-20. An application must support the algorithm configured in the
keychain if the keychain is applied to the application. The key string is a string
configured by users.

The active time includes the active send time and the active receive time. The
device dynamically changes keys by setting the send and receive time. Keys are
classified into the following types:

e Active send key: When the system time is within the send time range, the key
is the active send key. When the application sends a packet, the algorithm
and key configured by the key generate a Message Authentication Code
(MAC) on the sending end.

e Active receive key: When the system time is within the receive time range, the
key is the active receive key. When the application receives a packet, the
algorithm and key configured by the key generate a MAC on the receiving
end.

Message Authentication Code
A MAC is a character string. The MAC is calculated from data packets and key
string using the algorithm.

Keychain Time Mode
Keychain time has an absolute time mode and a periodic time mode.

Absolute time mode uses the Coordinated Universal Time (UTC) format.

Periodic time mode sets a specific time period during which a keychain functions.
Periodic time mode includes the following types:
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e Daily: The key in a keychain takes effect at a specified time each day.

e Weekly: The key in a keychain takes effect on a specified day or days each
week.

e Monthly: The key in a keychain takes effect on a specified day or days each
month.

e Yearly: The key in a keychain takes effect in a specified month or months
each year.

Only one time mode can be specified in a keychain. The time mode must be
specified when the keychain is created. The send time and receive time of the key
are configured based on the time mode of the keychain.

Default Send Key

If no key is configured in a period, no send key is active in that period. Therefore,
applications do not send authentication packets to each other. A default send key
can be configured to prevent this situation. When no other send keys are active,
the default send key takes effect.

Receive Tolerance Time

When the send key on the device changes, the receive key on the receiving end
must be changed. A delay may occur when keys change due to time
asynchronization. Packets may be lost during this period. To prevent this situation,
a smooth transit is needed in the receive key change. The smooth transit time is
called the receive tolerance time.

The receive tolerance time only takes effect on the receive key and can be
configured on each keychain. As shown in Figure 19-1, when the receive tolerance
time is configured, the start receive time is advanced and the end receive time is

delayed.
Figure 19-1 Valid Time Range of Tolerance Time
Validity
e
Tolerance iv
time —®  receive Tolerance
time

TCP kind-value and TCP algorithm-id

TCP applications are connected using TCP authentication. TCP uses enhanced TCP
authentication options to send TCP authentication packets.

e Vendors use different kind-values to represent the enhanced TCP
authentication option. To enable devices of different vendors to communicate
with each other, the kind-value can be configured based on the TCP kind of
the peer device.

e There is an algorithm-id field in the enhanced TCP authentication option,
indicating the type of the algorithm. The algorithm-id is not defined by the
Internet Assigned Numbers Authority (IANA), so different vendors use
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different algorithm-id to represent algorithms. The mapping between the
algorithm-id and the algorithm can be configured to enable devices of
different vendors to communicate with each other.

19.2.2 Implementation of Keychains for a Non-TCP Application

The keychain provides authentication for application-layer protocols. A keychain
only takes effect after it is applied to applications. Based on processing
procedures, the keychain can be applied to non-TCP applications and TCP
applications.

A Non-TCP Application Sends Packets Using the Keychain

An

on-TCP application sends packets using the keychain in the procedures as

shown in Figure 19-2.

1.

The application requests the ID of the active send key and the algorithm of
the keychain.

If an active send key exists, the keychain module provides the ID and
algorithm of the active send key. If no active send key exists, the application
sends the packet without encryption.

After receiving the ID and algorithm of the active send key, the application
converts the algorithm into the algorithm ID in a protocol and encapsulates
the algorithm ID and the key ID in the packet.

The application provides data for MAC calculation.

The keychain module calculates the MAC using the algorithm and key defined
by the active send key and returns the MAC to the application.

The application generates a packet carrying authentication information and
sends the packet.

Figure 19-2 A non-TCP application sends packets using the keychain
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A Non-TCP Application Receives Packets Using the Keychain

A non-TCP application receives packets using the keychain in the procedures as
shown in Figure 19-3.

1.
2.

The receiving end receives a packet carrying authentication information.

The application on the receiving end converts the received algorithm ID into
the keychain algorithm.

The application on the receiving end provides data packets, key ID, algorithm,
and the MAC to be verified.

The keychain module checks whether the receive key having the same key ID
with the received packet is active. If the receive key is not active, the keychain
sends a Reject packet.

If the receive key is active, the keychain module uses the algorithm and key
string configured on the key to recalculate the MAC and checks whether the
new MAC and the received MAC are the same.

A message indicating authentication success or failure is returned.

The application receives or discards the packets based on the authentication
result.

Figure 19-3 A non-TCP application receives packets using the keychain
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LI NOTE

IS-IS uses the keychain authentication and the packet does not carry the key ID. When the
receive end receives the IS-IS packet carrying authentication information, the device will
check all the active receive keys to find a receive key which has the same algorithm for
verification.
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19.2.3 Implementation of Keychains for TCP Applications

TCP Applications Send Packets Using the Keychain

In the donica draft, TCP uses enhanced TCP authentication options to send TCP
authentication packets. Figure 19-4 shows the format of the enhanced
authentication option packet:

Figure 19-4 Format of enhanced TCP authentication option

Kind | Length | T|K| Alg-id | Res | Key-id

Authentication Data

The Bonica draft has not been standardized, and IANA has not defined the kind
value and algorithm ID. Vendors use different kind values and algorithm IDs. To
enable devices of different vendors to communication with each other, you can
configure the TCP kind value and the mapping between the TCP algorithm and
algorithm ID.

The command output is as follows: A TCP application sends packets using the
keychain in the procedures as shown in Figure 19-5.

1. The application requests the ID, TCP kind value, and TCP algorithm ID of the
active send key.

2. If the active send key exists, the keychain provides information about the
request.

3. The application fills the specified TCP kind value, TCP algorithm ID, and key ID
entries in the enhanced TCP authentication options.

4. The application provides data for MAC calculation.

5. The keychain module calculates the MAC based on the algorithm and key
string configured for the active send key and returns the MAC.

6. The application fills the MAC entry in the enhanced TCP authentication
options and sends the packet.
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Figure 19-5 A TCP application sends packets using the keychain
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A TCP Application Receives Packets Using the Keychain

A TCP application receives packets using the keychain in the procedures, as shown
in Figure 19-6.

1.
2.

The receiving end receives a TCP packet carrying authentication information.

The receiving end provides data packets, key ID, TCP algorithm ID, TCP kind
value, and the MAC to be verified for the keychain.

The keychain checks whether the TCP type value and algorithm ID in the
received packet is the same as those in the local end. If not, the keychain
sends a Reject packet.

The keychain module checks whether the receive key having the same key ID
with the received packet is active. If the receive key is not active, the keychain
sends a Reject packet.

If the receive key is active, the keychain module uses the algorithm and key
string configured on the key to recalculate the MAC and checks whether the
new MAC and the received MAC are the same.

A message indicating authentication success or failure is returned.

The application receives or discards the packets based on the authentication
result.
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Figure 19-6 A TCP application receives packets using the keychain
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19.3 Application Scenarios for Keychains

Keychain provides authentication for applications. The following application
protocols support Keychain authentication: Routing Information Protocol (RIP),
Intermediate System to Intermediate System (IS-1S), Open Shortest Path First
(OSPF), Border Gateway Protocol (BGP), and Multicast Source Discovery Protocol
(MSDP). Applications use the same Keychain authentication procedures. Create a
Keychain and then use the Keychain to perform an authentication.

IS-IS Using Keychain for Authentication

IS-1S is a commonly used routing protocol, and IS-IS security is needed. You can
configure a fixed authentication algorithm and key to authenticate IS-IS packets.
But fixed authentication algorithms and keys may be decrypted. The use of
Keychain to authenticate the IS-IS packets makes IS-IS more secure.

As shown in Figure 19-7, Router A, Router B, Router C, Router D, and Router E use
IS-IS to communicate. Router A, Router B, and Router C belong to area 10; Router
D and Router E belong to area 20. Router A and Router B are Level-1 devices;
Router D and Router E are Level-2 devices; Router C is a Level-1-2 device. Create a
Keychain on each device to authenticate the IS-IS packets. Configure area and
domain authentication in the IS-IS process, and configure interface authentication
on the interface as well.
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Figure 19-7 IS-IS using Keychain for authentication
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19.4 Licensing Requirements and Limitations for
Keychains

Involved Network Elements

Other network elements are not required.

Licensing Requirements

Keychain is a basic feature of the router and is not under license control.

Feature Limitations
When deploying Keychain on the router, pay attention to the following:

e The keychain only manages authentication algorithms and keys and takes
effect only after it is applied to an application.

The keychain supports the following protocols:

e RIP

e OSPF

e OSPFv3
e IS-IS

e MSDP
e MPLS

e BGP and BGP4+
19.5 Configuring a Keychain

Pre-configuration Tasks

You can configure the keychain to periodically change authentication keys and
algorithms to ensure data transmission security.

Before configuring the keychain, power on all the devices and perform self-check.
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19.5.1 Creating a Keychain

Context

A keychain must be created before applications are authenticated and encrypted.
Deleting the keychain in use may interrupt communication. Exercise caution when
you delete the keychain.

Transmission Control Protocol (TCP) applications are connected using TCP
authentication. TCP uses enhanced TCP authentication options to send TCP
authentication packets. Vendors use different kind-values to represent the
enhanced TCP authentication option and different IDs to represent different
algorithms. When a keychain is applied to a TCP application, you must configure
the kind value and the mapping between the TCP algorithm and algorithm ID
based on the peer configuration so that devices of different vendors can
communicate.

Procedure

Step 1 Run system-view
The system view is displayed.

Step 2 Run keychain keychain-name mode { absolute | periodic { daily | weekly |
monthly | yearly } }

A keychain is created and the keychain view is displayed.

Step 3 (Optional) Configure parameters in TCP authentication.
1. Run tep-kind kind-value

The TCP type value of the keychain is configured.

2.  Run tcp-algorithm-id { hmac-md5 | hmac-sha-256 | hmac-sha1-12 | hmac-
sha1-20 | md5 | sha-1 | sha-256 } algorithm-id

The mapping between the TCP algorithm and algorithm ID is configured.

(10 NOTE

HMAC-MD5 and MD5 have potential security risks. HMAC-SHA-256 or SHA-256 is
recommended.

Step 4 (Optional) Run receive-tolerance { value | infinite }

The receive tolerance time is configured.

LI NOTE
You are advised to set the receive tolerance time to advance the start receive time and

delay the end receive time so that packets are not lost due to time asynchronization on the
network.

--—-End
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19.5.2 Configuring a Key

Context

A key is the authentication rule of a keychain. A key includes an algorithm, a key
string, active send time, active receive time, and the key status. A keychain
supports a maximum of 64 keys.

There is only one key ID in a keychain. Keys in different keychain may use the
same key ID. Only one send key takes effect in a keychain, otherwise applications
cannot determine which send key is used to encrypt packets. However, multiple
receive keys may take effect in a keychain. A receive key that has the same key ID
with the receiving packet is used for decryption.

If the key on the sending end changes, the key on the receiving end also needs to
be changed. A delay may occur when the receiving end and the sending end
change keys due to time asynchronization on the network. Packets may be lost
during the delay. The receive tolerance time can be configured to prevent packet
loss during the key change. The receive tolerance time only takes effect on keys on
the receiving end. The receive tolerance time advances the start receive time and
delays the end receive time.

If no key is configured in a period, no send key is active in that period. Therefore,
applications do not send authentication packets to each other. A default send key
can be configured to prevent this situation. All keys can be specified as the default
send key. A keychain has only one default send key. When no other send keys are
active, the default send key takes effect.

Procedure

Step 1 Run system-view
The system view is displayed.
Step 2 Run keychain keychain-name
The keychain view is displayed.
Step 3 (Optional) Run time mode { utc | Imt }
The time mode for keychain is configured.
Step 4 Run key-id key-id
A key-id is configured and the key-id view is displayed to configure a key.

Step 5 Run algorithm { hmac-md5 | hmac-sha-256 | hmac-sha1-12 | hmac-sha1-20 |
md5 | sha-1 | sha-256 | simple }

An algorithm is configured.
Different protocols support different algorithms.

RIP supports MD5 and simple. BGP and BGP4+ support MD5. IS-IS supports MD5
and simple. OSPF supports MD5, simple and hmac-md5. MSDP supports MD5.
MPLS LDP supports MD5. MPLS TE supports HMAC-MD5.
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Step 6

Step 7

Step 8

(11 NOTE

HMAC-MD5 and MD5 have potential security risks. HMAC-SHA-256 or SHA-256 is
recommended.

The authentication algorithm specified by simple is not secure. HMAC-SHA-256 or SHA-256 is
recommended.

Run key-string { plain plain-text| [ cipher ] cipher-text}
A key string is configured.

(1 NOTE

When configuring an authentication password, select the ciphertext mode because the
password is saved in the configuration file as a simple text if you select the plaintext mode,
which has a high risk. To ensure device security, change the password periodically.

Configure the send time. Different time modes use different commands to
configure the send time. Table 19-1 shows commands to configure the send time
based on different time modes.

Table 19-1 Configuring the send time

Time Mode | Command to Configure the Send Time

absolute send-time start-time start-date { duration { duration-value |
infinite } | to end-time end-date }

periodic send-time daily start-time to end-time

daily

periodic send-time day { start-day-name to end-day-name | day-name

weekly &<1-7>}

periodic send-time date { start-date-value to end-date-value | date-

monthly value &<71-37>}

periodic send-time month { start-month-name to end-month-name |

yearly month-name &<171-12>}

{1 NOTE

You are advised to enable network time protocol (NTP) to keep time consistency.

Configure the receive time. Different time modes use different commands to
configure the receive time. Table 19-2 shows commands to configure the receive
time based on different time modes.

Table 19-2 Configure the receive time

Time Mode | Command to Configure Receive Time

absolute receive-time start-time start-date { duration { duration-value |
infinite } | to end-time end-date }
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Time Mode Command to Configure Receive Time
periodic receive-time daily start-time to end-time
daily
periodic receive-time day { start-day-name to end-day-name | day-
weekly name &<71-7>}%
periodic receive-time date { start-date-value to end-date-value | date-
monthly value &<7-371>}
periodic receive-time month { start-month-name to end-month-name |
yearly month-name &<171-12>}

Step 9 (Optional) Run default send-key-id
The key is configured as the default key for sending packets.
----End

19.5.3 Applying the Keychain

Context

The keychain only takes effect after it is applied to an application.

This section uses RIP as an example to describe how to apply the keychain to
applications. Different applications may use different commands to apply the
Keychain. Table 19-3 lists the commands used by different applications.

Table 19-3 Protocols that support the keychain authentication

Protocol Link

RIP rip authentication-mode
MSDP peer keychain (MSDP)

OSPF authentication-mode (OSPF)

ospf authentication-mode

IS-1S area-authentication-mode
isis authentication-mode

BGP\BGP4+ peer keychain (BGP)
MPLS LDP authentication key-chain
MPLS RSVP mpls rsvp-te authentication
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Procedure

Step 1 Run system-view
The system view is displayed.

Step 2 Run interface /interface-type interface-number
The interface view is displayed.

Step 3 Run rip authentication-modekeychain keychain-name
The keychain used by RIP is configured.
----End

19.5.4 Verifying the Keychain Configuration

Procedure

e Run the display keychain keychain-name command to check the keychain
configuration.

e Run the display keychain keychain-name key-id key-id command to check
the key-id configuration.

--—-End

19.6 Configuration Examples for Keychains

19.6.1 Example for Applying the Keychain to RIP

Networking Requirements
As shown in Figure 19-8, RouterA and RouterB are connected using RIP-2.

The RIP connection needs to be retained during data transmission.

Figure 19-8 Networking diagram of applying the keychain to RIP

.3192.168.1.1/24 192.168.1.2/24
GE1/0/0 GE1/0/0

RouterA RouterB

Configuration Roadmap

To ensure stable RIP connections, RIP protocol packets must be correctly
transmitted. You are advised to authenticate and encrypt the packets to ensure
transmission security. In addition, to prevent unauthorized users from forging
algorithms and key strings used in authentication and encryption, you are advised
to dynamically change algorithms and key strings to ensure secure RIP packet
transmission. Therefore, the keychain protocol is used to ensure stability of RIP
connections.
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Procedure
Step 1

Step 2

Step 3

The configuration roadmap is as follows:

1. Configure basic RIP functions.
2. Configure a keychain.
3.  Apply the keychain to RIP.

Configure basic RIP functions.

# Configure Router A.

<Huawei> system-view

[Huawei] sysname RouterA
[RouterA] rip 1

[RouterA-rip-1] version 2
[RouterA-rip-1] network 192.168.1.0
[RouterA-rip-1] quit

# Configure Router B.

<Huawei> system-view

[Huawei] sysname RouterB
[RouterB] rip 1

[RouterB-rip-1] version 2
[RouterB-rip-1] network 192.168.1.0
[RouterB-rip-1] quit

Configure a keychain.

# Configure Router A.

[RouterA] keychain huawei mode absolute

[RouterA-keychain-huawei] receive-tolerance 100

[RouterA-keychain-huawei] key-id 1

[RouterA-keychain-huawei-keyid-1] algorithm sha-256
[RouterA-keychain-huawei-keyid-1] key-string cipher Huawei@1234
[RouterA-keychain-huawei-keyid-1] send-time 0:00 2012-3-12 to 23:59 2012-3-12
[RouterA-keychain-huawei-keyid-1] receive-time 0:00 2012-3-12 to 23:59 2012-3-12
[RouterA-keychain-huawei-keyid-1] default send-key-id
[RouterA-keychain-huawei-keyid-1] quit

[RouterA-keychain-huawei] quit

# Configure Router B.

[RouterB] keychain huawei mode absolute

[RouterB-keychain-huawei] receive-tolerance 100

[RouterB-keychain-huawei] key-id 1

[RouterB-keychain-huawei-keyid-1] algorithm sha-256
[RouterB-keychain-huawei-keyid-1] key-string cipher Huawei@1234
[RouterA-keychain-huawei-keyid-1] send-time 0:00 2012-3-12 to 23:59 2012-3-12
[RouterA-keychain-huawei-keyid-1] receive-time 0:00 2012-3-12 to 23:59 2012-3-12
[RouterB-keychain-huawei-keyid-1] default send-key-id
[RouterB-keychain-huawei-keyid-1] quit

[RouterB-keychain-huawei] quit

Apply the keychain to RIP.
# Configure Router A.

[RouterA] interface gigabitethernet 1/0/0

[RouterA-GigabitEthernet1/0/0] ip address 192.168.1.1 24
[RouterA-GigabitEthernet1/0/0] rip authentication-mode keychain huawei
[RouterA-GigabitEthernet1/0/0] quit

[RouterA] quit

# Configure Router B.
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Step 4

[RouterB] interface gigabitethernet 1/0/0

[RouterB-GigabitEthernet1/0/0] ip address 192.168.1.2 24

[RouterB-GigabitEthernet1/0/0] rip authentication-mode keychain huawei

[RouterB-GigabitEthernet1/0/0] quit
[RouterB] quit

Verify the configuration.

# Run the display keychain keychain-name command to check the key-id status

of the keychain.

<RouterA> display keychain huawei
Keychain Information:

Keychain Name : huawei
Timer Mode : Absolute
Receive Tolerance(min) : 100
TCP Kind 1254
TCP Algorithm IDs
HMAC-MD5 :5
HMAC-SHA1-12 12
HMAC-SHA1-20 16
HMAC-SHA-256 17
SHA-256 18
MD5 :3
SHA1 14
Number of Key IDs 01
Active Send Key ID 01
Active Receive Key IDs : 01
Default send Key ID : Not configured
Key ID Information:
Key ID o1
Key string 3 Rk
Algorithm : SHA-256
SEND TIMER :
Start time :2012-03-12 00:00
End time :2012-03-12 23:59
Status : Active
RECEIVE TIMER :
Start time :2012-03-12 00:00
End time :2012-03-12 23:59
Status : Active

# After the keychain is applied to RIP, run the display rip process-id interface
verbose command to check the authentication mode of RIP packets. The display

on Router A is used as an example.

<RouterA> display rip 1 interface verbose
GigabitEthernet1/0/0(192.168.1.1)

State :UP MTU :500
Metricin :0

Metricout |

Input :Enabled  Output : Enabled
Protocol : RIPv2 Multicast

Send version : RIPv2 Multicast Packets

Receive version : RIPv2 Multicast and Broadcast Packets

Poison-reverse : Disabled
Split-Horizon : Enabled
Authentication type : MD5 (Non-standard - Keychain: huawei)
Last Sequence Number Sent : 0x0
Replay Protection : Disabled
----End
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Configuration Files

e Router A configuration file

#

sysname RouterA

#

keychain huawei mode absolute

receive-tolerance 100

key-id 1
algorithm sha-256
key-string cipher %#%#e7,_2i0MfN6W5@Fb6Q3WU.\e)ju5"Jr&&())ImZ2%#%#
send-time 00:00 2012-03-12 to 23:59 2012-03-12
receive-time 00:00 2012-03-12 to 23:59 2012-03-12
default send-key-id

#

interface GigabitEthernet1/0/0

ip address 192.168.1.1 255.255.255.0

rip authentication-mode keychain huawei

#

rip 1

version 2

network 192.168.1.0

#

return

e Configuration file of Router B

#

sysname RouterB

#

keychain huawei mode absolute

receive-tolerance 100

key-id 1
algorithm sha-256
key-string cipher %#%#e7,_2i0MfN6W5@Fb6Q3WU.\e)ju5"Jr&&())ImZ2%#%#
send-time 00:00 2012-03-12 to 23:59 2012-03-12
receive-time 00:00 2012-03-12 to 23:59 2012-03-12
default send-key-id

#

interface GigabitEthernet1/0/0

ip address 192.168.1.2 255.255.255.0

rip authentication-mode keychain huawei

#

rip 1

version 2

network 192.168.1.0

#

return

19.6.2 Example for Applying the Keychain to BGP

Networking Requirements

As shown in Figure 19-9, RouterA and RouterB are connected using BGP.

The BGP connection needs to be retained during data transmission.

Figure 19-9 Networking diagram of applying the keychain to BGP
.3192.168.1.1/24 192.168.1.2/24 .c
GE1/0/0 GE1/0/0

RouterA RouterB

Issue 13 (2024-08-30) Copyright © Huawei Technologies Co., Ltd. 859



Huawei AR Series Access Routers

CLI-based Configuration Guide - Security

19 Keychain Configuration

Configuration Roadmap

Procedure

Step 1

Step 2 Apply the keychain to BGP for authentication and encryption.

The configuration roadmap is as follows:

1. Configure the basic keychain functions.
2. Configure a keychain for Router to authenticate BGP.

Configure a keychain.

# Configure Router A.

<Huawei> system-view

[Huawei] sysname RouterA

[RouterA] keychain huawei mode periodic weekly
[RouterA-keychain-huawei] tcp-kind 182
[RouterA-keychain-huawei] tcp-algorithm-id sha-256 17
[RouterA-keychain-huawei] receive-tolerance 100
[RouterA-keychain-huawei] key-id 1
[RouterA-keychain-huawei-keyid-1] algorithm sha-256
[RouterA-keychain-huawei-keyid-1] key-string cipher Huawei@1234
[RouterA-keychain-huawei-keyid-1] send-time day fri sat
[RouterA-keychain-huawei-keyid-1] receive-time day fri sat
[RouterA-keychain-huawei-keyid-1] default send-key-id
[RouterA-keychain-huawei-keyid-1] quit
[RouterA-keychain-huawei] quit

# Configure Router B.

<Huawei> system-view

[Huawei] sysname RouterB

[RouterB] keychain huawei mode periodic weekly
[RouterB-keychain-huawei] tcp-kind 182
[RouterB-keychain-huawei] tcp-algorithm-id sha-256 17
[RouterB-keychain-huawei] receive-tolerance 100
[RouterB-keychain-huawei] key-id 1
[RouterB-keychain-huawei-keyid-1] algorithm sha-256
[RouterB-keychain-huawei-keyid-1] key-string cipher Huawei@1234
[RouterB-keychain-huawei-keyid-1] send-time day fri sat
[RouterB-keychain-huawei-keyid-1] receive-time day fri sat
[RouterB-keychain-huawei-keyid-1] default send-key-id
[RouterB-keychain-huawei-keyid-1] quit
[RouterB-keychain-huawei] quit

# Configure Router A.

[RouterA] interface gigabitethernet 1/0/0
[RouterA-GigabitEthernet1/0/0] ip address 192.168.1.1 24
[RouterA-GigabitEthernet1/0/0] quit

[RouterA] bgp 1

[RouterA-bgp] router-id 1.1.1.1

[RouterA-bgp] peer 192.168.1.2 as-number 1
[RouterA-bgp] peer 192.168.1.2 keychain huawei
[RouterA-bgp] quit

[RouterA] quit

# Configure Router B.

[RouterB] interface gigabitethernet 1/0/0
[RouterB-GigabitEthernet1/0/0] ip address 192.168.1.2 24
[RouterB-GigabitEthernet1/0/0] quit

[RouterB] bgp 1

[RouterB-bgp] router-id 2.2.2.2

[RouterB-bgp] peer 192.168.1.1 as-number 1

Issue 13 (2024-08-30) Copyright © Huawei Technologies Co., Ltd.

860



Huawei AR Series Access Routers
CLI-based Configuration Guide - Security

19 Keychain Configuration

[RouterB-bgp] peer 192.168.1.1 keychain huawei

[RouterB-bgp] quit
[RouterB] quit

Step 3 Verify the configuration.

# Run the display keychain keychain-name command to check the key-id status

of the keychain.

<RouterA> display keychain huawei

Keychain Information:

Keychain Name : huawei
Timer Mode : Weekly periodic
Receive Tolerance(min) : 100
TCP Kind 1182
TCP Algorithm IDs

HMAC-MD5 :5
HMAC-SHA1-12 12
HMAC-SHA1-20 16
HMAC-SHA-256 27
SHA-256 17
MD5 :8
SHA1 14

Number of Key IDs 01

Active Send Key ID 01

Active Receive Key IDs : 01

Default send Key ID : Not configured

Key ID Information:

Key ID 01
Key string 3 ok
Algorithm : SHA-256
SEND TIMER :
Day(s) : Fri Sat
Status : Active
RECEIVE TIMER :
Day(s) : Fri Sat
Status : Active

# After the keychain is applied to BGP, run the display bgp peer jpv4-address
verbose command to check authentication information about the BGP peer. The

display on Router A is used as an example.

<RouterA> display bgp peer 192.168.1.2 verbose
BGP Peer is 192.168.1.2, remote AS 1

Type: IBGP link

BGP version 4, Remote router ID 2.2.2.2

Update-group ID: 1

BGP current state: Established, Up for 00h43m34s

BGP current event: RecvKeepalive
BGP last state: OpenConfirm

BGP Peer Up count: 1

Received total routes: 0

Received active routes total: 0
Received mac routes: 0
Advertised total routes: 0

Port: Local - 179 Remote - 55828

Configured: Active Hold Time: 180 sec Keepalive Time:60 sec
Received : Active Hold Time: 180 sec

Negotiated: Active Hold Time: 180 sec Keepalive Time:60 sec
Peer optional capabilities:

Peer supports bgp multi-protocol extension

Peer supports bgp route refresh capability

Peer supports bgp 4-byte-as capability

Address family IPv4 Unicast: advertised and received

Received: Total 45 messages
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Update messages 0
Open messages 1
KeepAlive messages 44
Notification messages 0
Refresh messages 0
Sent: Total 48 messages

Update messages 0
Open messages 2
KeepAlive messages 46
Notification messages 0
Refresh messages 0

Authentication type configured: Keychain(huawei)
Last keepalive received: 2012/04/20 11:37:27

Last keepalive sent :2012/04/20 11:37:27
Minimum route advertisement interval is 15 seconds
Optional capabilities:

Route refresh capability has been enabled

4-byte-as capability has been enabled

Peer Preferred Value: 0

Routing policy configured:
No routing policy is configured

--—-End

Configuration Files

e Router A configuration file

#

sysname RouterA
#
keychain huawei mode periodic weekly
receive-tolerance 100
tcp-kind 182
tcp-algorithm-id sha-256 17
key-id 1
algorithm sha-256
key-string cipher %#%#j8P<=e02u$q}YXHVZ/"8M:=n!+K>xX1;D~L"d78%#%#
send-time day fri sat
receive-time day fri sat
default send-key-id
#
interface GigabitEthernet1/0/0
ip address 192.168.1.1 255.255.255.0
#
bgp 1
router-id 1.1.1.1
peer 192.168.1.2 as-number 1
peer 192.168.1.2 keychain huawei
#
ipv4-family unicast
undo synchronization
peer 192.168.1.2 enable
#

return

e Configuration file of Router B

#

sysname RouterB
#

keychain huawei mode periodic weekly
receive-tolerance 100

tcp-kind 182

tcp-algorithm-id sha-256 17

key-id 1

algorithm sha-256

key-string cipher %#%#j8P<=e02u$q}YXHVZ/"8M:=n!+K>xX1;D~L"d78%#%#
send-time day fri sat

receive-time day fri sat
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default send-key-id
#
interface GigabitEthernet1/0/0

ip address 192.168.1.2 255.255.255.0
#
bgp 1

router-id 2.2.2.2

peer 192.168.1.1 as-number 1
peer 192.168.1.1 keychain huawei
#

ipv4-family unicast

undo synchronization

peer 192.168.1.1 enable
#
return
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